FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

A. Purpose: To provide guidance for the entry, correlation, and handling of possible associations between
evidence and test fired cartridge cases entered into NIBIN.

B. Scope: NIBIN is a database program that captures, stores, and correlates digital images of fired
cartridge cases recovered from a crime scene or a test fired firearm. Only cartridge cases from firearms
that are automatically ejected upon firing or are ejected by manually operating the action are entered into
NIBIN. It is unnecessary to enter cartridge cases from weapons where the cartridge cases are not
typically found at a crime scene. Its intended purpose is to provide investigative leads by linking cases
where a firearm was used in multiple offenses.

C. Equipment
1. Integrated Ballistics Identification System (IBIS)/BrassTrax 3D/MatchPoint Plus
2. Comparison Microscope
3. Stereoscope
4. Scribes/Markers/Engravers

D. Chemicals, Reagents, Solvents, Standards
1. Acetone/Methanol/other cleaning solvents
2. Bleach/other disinfectants

E. Safety/PPE

General safety procedures are listed in the Safety section of the DOM.
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

F. Procedure

1. When test fired cartridge cases are submitted, the test fires will be examined and evaluated for
NIBIN entry.

a. The Examiner or Technician will determine whether the test fired cartridge cases are suitable
for NIBIN entry based on the quality of the toolmarks on the test fires. Poorly marked
cartridge cases should not be entered in NIBIN.

b. Cartridge cases submitted as test fires shall be entered as known samples and will only be
searched against unknown samples in the NIBIN database.

2. When test fired cartridge cases are submitted with cartridge cases recovered from a crime scene, the
Examiner or authorized NIBIN Technician shall microscopically screen both the test fired cartridge
cases and the crime scene cartridge cases.

a. If screening indicates that the crime scene cartridge cases were produced by the same firearm
used to create any of the test fired cartridge cases, the test fires and the crime scene evidence
will be evaluated for NIBIN entry.

b. The Examiner or Technician will determine the suitability of the fired evidence based on the
quality of the toolmarks present. Poorly marked evidence should not be entered into NIBIN.

c. The best representative example of both the test fired cartridge cases and the cartridge cases
recovered from a crime scene shall be entered in NIBIN. NIBIN Exhibit Information for
both entries shall be related to each other by use of the same “root” Case Number. However,
the Case Number for one of the two acquisitions must be modified by the addition of a
numerical suffix (i.e., -2, -3, etc.). This case numbering convention allows test fires and
crime evidence from the same submission to correlate with each other in the NIBIN database.

1. Firearm Examiners are exempted from the requirement to enter representative
examples of both the test fired cartridge cases and the cartridge cases recovered from
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

a crime scene if the test fires and the evidence have been identified to each other by
microscopic comparison.

ii. The test fired cartridge case shall be entered as a known sample and will only be
searched against unknown samples in the NIBIN database.

iii.  The cartridge case recovered from a crime scene shall be entered as an unknown
sample and will be searched against other unknown samples as well as test fired
cartridge cases from known firearms in the NIBIN database.

d. If screening indicates that some or all of the cartridge cases recovered from a crime scene
were not produced by the firearm used to create the submitted test fired cartridge cases, the
Examiner or authorized NIBIN Technician shall determine the number of firearms
represented in the evidence.

i. Exemplars from each unknown firearm represented in the evidence will be evaluated
for NIBIN entry based on the quality of the toolmarks present. Poorly marked
evidence should not be entered into NIBIN.

ii. Exemplars from each unknown firearm represented in the evidence shall be entered as
unknown samples and will be searched against other unknown samples as well as test
fired cartridge cases from known firearms in the NIBIN database.

iii.  The test fired cartridge case shall be entered as known samples and will only be
searched against unknown samples in the NIBIN database.

3. When a firearm is submitted without fired cartridge cases recovered from a crime scene, the
submitted firearm shall be test fired unless the firearm is not capable of firing, is unsafe to fire, is
equipped with an action-type that does not automatically eject cartridge cases when fired, or is
otherwise not typically found at crime scenes. However, any action type may be test fired based on
the circumstances of the case at the discretion of the Examiner, NIBIN Technician, or Firearm
Tester. The test fires will be examined and evaluated for NIBIN entry.
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a.

b.

FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

The Examiner or Technician will determine whether the test fired cartridge cases are suitable
for NIBIN entry based on the quality of the toolmarks on the test fires. Poorly marked
cartridge cases should not be entered in NIBIN.

Test fired cartridge cases shall be entered as known samples and will only be searched
against unknown samples in the NIBIN database.

4. When a firearm is submitted with fired cartridge cases recovered from a crime scene, the submitted
firearm shall be test fired unless the firearm is not capable of firing, is unsafe to fire, is equipped
with an action-type that does not automatically eject cartridge cases when fired, or is otherwise not
typically found at crime scenes. However, any action type may be test fired based on the
circumstances of the case at the discretion of the Examiner, NIBIN Technician, or Firearm Tester.
The Examiner or authorized NIBIN Technician shall microscopically screen the test fired cartridge
cases and the submitted cartridge cases.

a.

If screening indicates that the crime scene cartridge cases were produced by the submitted
firearm, the test fires and the crime scene evidence will be evaluated for NIBIN entry.

The Examiner or Technician will determine the suitability of the fired evidence based on the
quality of the toolmarks present. Poorly marked evidence should not be entered into NIBIN.

The best representative example of both the test fired cartridge cases and the cartridge cases
recovered from a crime scene shall be entered in NIBIN. NIBIN Exhibit Information for
both entries shall be related to each other by use of the same “root” Case Number. However,
the Case Number for one of the two acquisitions must be modified by the addition of a
numerical suffix (i.e., -2, -3, etc.). This case numbering convention allows test fires and
crime evidence from the same submission to correlate with each other in the NIBIN database.

i. Firearm Examiners are exempted from the requirement to enter representative
examples of both the test fired cartridge cases and the cartridge cases recovered from
a crime scene if the test fires and the evidence have been identified to each other by
microscopic comparison.
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

ii. The test fired cartridge case shall be entered as a known sample and will only be
searched against unknown samples in the NIBIN database.

iii. The cartridge case recovered from a crime scene shall be entered as an unknown
sample and will be searched against other unknown samples as well as test fired
cartridge cases from known firearms in the NIBIN database.

d. If screening indicates that some or all of the submitted cartridge cases were not produced by
the submitted firearm, the Examiner or authorized NIBIN Technician shall determine the
number of firearms represented in the evidence.

i. Exemplars from each unknown firearm represented in the evidence will be evaluated
for NIBIN entry based on the quality of the toolmarks present. Poorly marked
evidence should not be entered into NIBIN.

ii. Exemplars from each unknown firearm represented in the evidence shall be entered as
unknown samples and will be searched against other unknown samples as well as test
fired cartridge cases from known firearms in the NIBIN database.

iii. Test fired cartridge cases from submitted firearms shall be entered as known samples
and will only be searched against unknown samples in the NIBIN database.

e. Screening and acquisition of submitted cartridge cases prior to the creation of test fires from
the submitted firearm(s) is permissible as a means to expedite correlation review for possible
associations.

5. When cartridge cases are submitted without a firearm, the Examiner or authorized NIBIN
Technician shall microscopically screen the submitted cartridge cases and determine the number of
unknown firearms represented in the evidence.

a. Exemplars from each unknown firearm represented in the evidence will be evaluated for
NIBIN entry based on the quality of the toolmarks on the evidence. Poorly marked evidence
should not be entered into NIBIN.
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

b. Exemplars from each unknown firearm represented in the evidence shall be entered as
unknown samples and will be searched against other unknown samples as well as test fired
cartridge cases from known firearms in the NIBIN database.

6. When firearms are submitted and microscopically identified to cartridge cases previously submitted
in the same case.

a. In the event that a Firearm Examiner elects to microscopically compare test fires from a
firearm submitted after acquisition of cartridge cases that are part of the same case, the
Firearm Examiner shall do one of the following:

i. The Firearm Examiner shall enter and search a test fired cartridge case in the NIBIN
database, recording the association with the microscopically identified cartridge case
as a confirmed hit in the NIBIN system.

ii. The Firearm Examiner shall enter the firearm information and change the Category of
the previously entered Cartridge Case Exhibit Details from “Crime Evidence” to
“Crime Test Fire; Terminated” or “Crime Test Fire; Returned.”

b. Accomplishing either of the preceding steps will ensure that NIBIN system searches
conducted by subsequent Users will indicate that the firearm associated with the test fires and
the microscopically identified cartridge cases has been recovered.

7. When firearms are donated by a submitting agency, the submitted firearm shall be test fired unless
test fires from the submitted firearm were previously entered in NIBIN, the firearm is not capable of
firing, the firearm is unsafe to fire, the firearm is equipped with an action-type that does not
automatically eject cartridge cases when fired, or the firearm is otherwise not typically found at
crime scenes. However, any action type may be test fired based on the circumstances of the case at
the discretion of the Examiner, NIBIN Technician, or Firearm Tester. The test fires will be
examined and evaluated for NIBIN entry.
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

The Examiner or Technician will determine whether the test fired cartridge cases are suitable
for NIBIN entry based on the quality of the toolmarks on the test fires. Poorly marked
cartridge cases should not be entered in NIBIN.

Test fired cartridge cases shall be entered as known samples and will only be searched
against unknown samples in the NIBIN database.

If no associations are found, or if the only association found is to the same firearm previously
entered in NIBIN, the firearm may be permanently retained in the CBI Firearms Reference
Collection or destroyed at CBI discretion. Associated firearm packets and test fires shall be
discarded and the evidence status marked as “Destroyed” in the Laboratory Information
Management System (LIMS). Disposition of the firearm packet shall be described in the
final report as “Not Retained”. See Appendix A for suggested wording.

Examiners and Technicians performing duties at the Northern Colorado Regional Forensic
Laboratory (NCRFL) are not authorized to destroy or permanently retain donated firearms
without special authorization from the submitting agency. Firearms donated to the NCRFL
are provided on a “loan-only” basis and are subject to recall by the submitting agency at any
time.

Firearms with NIBIN associations will be returned to the donating agency for final
disposition.

8. In all cases where a suitable cartridge case is entered in NIBIN, the following rules apply:

a.

The procedures for acquiring cartridge cases outlined in the /BIS BRASSTRAX 3D Training
Guide will be followed.

The procedures for viewing correlations outlined in the IBIS MATCHPOINT+ Training
Guide will be followed. The following shall serve as the minimum IBIS MATCHPOINT+
search criteria:
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

i. Centerfire Cartridge Cases: Examiners/NIBIN Technicians shall employ either of
the following strategies:

a. Evaluate all exhibits presented in the Rank Sort listing.

b. Evaluate the first thirty (30) correlation results displayed in the 2D Breech Face
Ring Light, 2D Breech Face Side Light, 2D Firing Pin, 3D Breech Face and 3D
Firing Pin Regions of Interest (ROIs). If present, the Ejector ROI may be
evaluated at examiner’s discretion.

ii. Rimfire Cartridge Cases: Examiners/NIBIN Technicians shall evaluate the first
thirty (30) correlation results displayed in the 2D Firing Pin score. For rimfire
exhibits, 2D Firing Pin ROI is the only score displayed.

iii. Examiners/NIBIN Technicians may employ additional search techniques at their
discretion if desired, but only as an adjunct to the requirements of paragraphs i and ii
above.

The IBIS Case Number will consist of the CBI Laboratory Case number preceded by the
capitalized letters “CBI”. Example: CBID01-0001.

The IBIS Exhibit Number will be E for evidence, T for test fires and F for firearms followed
by the corresponding Item number. Example: F1, T1.1, E2.

When a test fired cartridge case is entered, the firearm information (make, model, serial
number, etc.) shall be included as a Firearm entry, when available.

When a test fired cartridge case is chosen from a group of tests, the test fire that is entered in
NIBIN shall be marked with a star.

If multiple cartridge cases are identified as having been fired in the same firearm, only the
best representative item shall be entered in the NIBIN database. If the cartridge cases have
two or more significantly different patterns (i.e. heavy shearing appears on some, but not all
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

cartridge cases, or a cross hatched pattern which appears different when rotated), then a
representative of each pattern may be entered. In such instances, the IBIS Exhibit Number
will be followed by the letter A, B, C, etc. to distinguish the entries from each other.
Example: T1A, T1B, E2A, E2B, etc.

h. Correlations within the Colorado database will occur automatically. Examiners and
Technicians may request Manual Correlations with additional regions based on case
information received from the submitting agency.

i. The individual performing the cartridge case acquisition shall document the acquisition for
each exhibit by initialing and entering the NIBIN Exhibit Information printout in the Lab
Object Repository.

9. Correlation results shall be documented in the Lab Record.

a. Firearm Examiners and qualified NIBIN Technicians performing their own correlation
reviews shall document the results of their review in the NIBIN worksheet.

b. When a Correlation Review is requested by a NIBIN Technician, a qualified Reviewer will
review the correlations using the MatchPoint workstation and document their results in the
Lab Record Correlation Review; a brief written description of the findings must be included
in the Feedback section of the Lab Record Correlation Review.

c. Ifthe correlation review identifies a possible association (“Hit” or “Undetermined”), a copy
of the side-by-side NIBIN Cartridge Case Image Comparison printout must be entered in the
Lab Record Object Repository.

d. All possible associations (“Hit” or “Undetermined”’) must be verified by a qualified Firearm
Examiner.

1. Verifications of possible associations (“Hit” Or “Undetermined”) may be
documented by initialing the copies of the side-by-side NIBIN Cartridge Case
Image Comparison printouts entered in the Lab Record Object Repository.
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

The copies must include the initials of both reviewers evaluating the
correlation results.

ii.  Verifications of a possible association (“Hit” or “Undetermined’’) may be
documented in a Lab Record Verification Review. A brief written description
of the findings must be included in the Feedback section of the Verification
Review.

e. NIBIN Technicians may issue findings based on correlation results generated by any
qualified Reviewer. NIBIN Technicians shall review the Feedback comments reported in the
Lab Record Correlation and/or Verification Review and document their review in their
worksheet.

10. When a possible association (“Hit”) is identified, the following steps shall be taken:

a. The possible association shall be documented in the NIBIN system, leaving the date of
confirmation blank.

b. The possible association may be reported without recalling evidence for microscopic
confirmation. However, it must be clear in the report that this information is being provided
as an investigative lead only. See Appendix A for suggested report wording.

11. When a possible association is suspected but cannot be declared a “Hit” on the basis of NIBIN
images alone, the possible association is “Undetermined.”

a. Evidence in such cases may be recalled for microscopic comparison at the
Examiner’s/Technician’s discretion.

b. If the requested evidence is not available for recall and comparison, the reason shall be
documented in the Firearms Worksheet.

c. Undetermined associations shall not be documented in the NIBIN system until microscopic
comparison confirms the suspected association.
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

d. When an undetermined association cannot be confirmed because the related evidence is
unavailable for comparison (e.g. destroyed, etc.), a report may still be issued to document the
suspected association if desired. However, the report language must vary from the standard
verbiage used to report a possible association (“Hit”), and it must be clearly stated that this
information is being provided as an investigative lead only. See Appendix A for suggested
report wording.

12. If evidence will be recalled for microscopic comparison, the following steps shall be taken:

a. Contact the agency maintaining custody of the evidence or test fired cartridge case with
which the possible association was identified. If the evidence is available for comparison,
request that it be resubmitted to the laboratory for microscopic comparison, or schedule a
time to meet with the agency to compare the evidence while it remains in their custody.

b. A qualified Firearms Examiner shall conduct a microscopic comparison of the evidence and
document the findings in his/her worksheet. All microscopic conclusions must be verified by
a second qualified Firearms Examiner.

c. If microscopic comparison results in an identification, it shall be confirmed as such in the
NIBIN system by entering the date of confirmation. A copy of the side-by-side NIBIN
Cartridge Case Image Comparison printout must be included in the Lab Record Object
Repository with the initials of all CBI Firearms Examiners who compared the evidence.

d. If microscopic comparison results in an elimination, the Examiner shall delete the previously
suspected association(s) from the NIBIN database. Follow the instructions for “Deleting an
Unconfirmed Hit” accessible in the MatchPoint Help menu.

e. Create a report with the results of the microscopic comparison.

1. The report shall go to each agency that submitted evidence to CBI. If the Agency
retained the evidence in their custody during comparison, they will not receive a CBI
report.
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

ii. If microscopic comparison results in an identification, the report statement shall
include the CBI case number, CBI Item number, Agency case number, and Agency
Item number for each association identified.

.  See Appendix A for suggested report wording.

G. Quality Requirements

Correlations shall be reviewed by a Firearms Examiner or authorized NIBIN Technician.

Microscopic screening of cartridge cases shall be performed by a Firearms Examiner or authorized
NIBIN Technician.

Verification of possible associations (“Hit” or “Undetermined”) shall be performed by a qualified
Firearm Examiner. Use of the side-by-side NIBIN Cartridge Case Image Comparison printouts for
verification is prohibited; verification shall be performed by direct viewing of the suspected
association(s) using the MatchPoint workstation.

All comparisons shall be performed on a comparison microscope by a qualified Firearms Examiner.
All microscopic conclusions will be verified by a second qualified Firearms Examiner. Use of
electronic images as confirmation of a hit is prohibited.

In the event that a case is closed due to court disposition or becomes No Need to Work (NNTW) at
the request of the submitting agency or the determination of CBI Laboratory management, test firing
of submitted firearms may be omitted at the discretion of the Examiner or the Firearm Tester (as
defined in FIR 10-20). It shall be sufficient in such cases to perform a microscopic screening of
submitted test fires, submitted cartridge cases recovered from a crime scene, and any associated test
fires created in the laboratory in order to evaluate the number and suitability of cartridge cases that
must be entered in NIBIN.

H. Interpretations/Opinions
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

1. Interpretations/Opinions:

a. See the Fired Cartridge Case-Fired Shotshell Examination (FIR 10-02) procedure for the
range of acceptable conclusions related to cartridge case microscopic comparisons.

b. Suitable for NIBIN Entry - Cartridge cases that exhibit sufficient toolmarks for entry in the
NIBIN database.

c. Not Suitable for NIBIN Entry - Cartridge cases that do not exhibit sufficient toolmarks for
entry in the NIBIN database or that are not suitable for NIBIN entry based on action type.

Firearms that do not automatically eject cartridge cases when fired, i.e. derringers, revolvers,
single-shot rifles/shotguns, air guns, BB guns and muzzleloading firearms are not suitable for
entry into NIBIN. Manually operated action types that are otherwise not typically found at
crime scenes may also be unsuitable for NIBIN entry. However, any action type may be
entered in NIBIN based on the circumstances of the case at the discretion of the Examiner,
NIBIN Technician, or Firearm Tester.

d. Unable to Compare - When the requested evidence has been destroyed or is otherwise
unavailable for comparison.

e. Possible Association (“Hit”) — A possible association between two cartridge cases based on
review of NIBIN images alone. This level of association requires confirmation by two
qualified Reviewers.

f. Possible Association (“Undetermined”) — A possible association between two cartridge cases
that cannot be declared a “Hit” based on review of NIBIN images alone. This level of
association requires confirmation by two qualified Reviewers.

g. Confirmed Hit - An association between cartridge cases that have been microscopically
compared by qualified Firearms Examiners and identified as having been fired by the same
firearm.
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FIR 10.16 National Integrated Ballistic Information Network (NIBIN)

h. Qualified Reviewer — Firearms Examiner or a NIBIN Technician who has been trained and
authorized to perform independent microscopic screening of cartridge cases and correlation
reviews on the NIBIN system.

I. Limitations

1. Based on the quality of evidence submitted or test fires produced, cartridge cases may not be suitable
for NIBIN entry.

2. Based on variables associated with the NIBIN system, the correlation results may or may not contain
hits on related cases.

3. The evidence may be destroyed before a microscopic comparison can be performed.

4. In cases where a law enforcement agency has entered into an agreement with a NIBIN entry station
other than CBI, that agency’s NIBIN suitable evidence will not be entered by CBI.

J. References
1. IBIS BRASSTRAX 3D Training Guide, Version 2.3 Forensic Technology WAI Inc, 2011
2. IBIS MATCHPOINT+ Training Guide, Version 2.3 Forensic Technology WALI Inc, 2011
K. Additional Factors

1. All Items entered in this individual characteristic database are treated as evidence.
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